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Aujourd’hui, la racine du DNS, qui était signée avec la clé 20326 a changg, et utilise désormais la clé
38696.

Rien d’extraordinaire et aucun probleme sérieux n’est attendu. Apres tout, ce n’est pas le premier
remplacement de la clé DNSSEC de la racine. Notez que, malgré la demande de bien des gens, la nou-
velle clé est toujours du RSA (alors que les gros TLD utilisent souvent ECDSA). La nouvelle clé, 38696,
a été largement publiée depuis longtemps donc est normalement connue de tous les résolveurs (en par-
ticulier grace au RFC 5011! mais aussi a la mise a jour de paquetages comme dns-root-data sur
Debian ou dnssec-anchors sur Arch).

La situation avant le remplacement peut étre vue sur DNSviz <https://dnsviz.net/d/root/
asuS0A/dnssec/>, ou bien avec dig :

% dig . DNSKEY
;7 Truncated, retrying in TCP mode.

; <<>> DiG 9.18.39-0Oubuntu0.24.04.7-Ubuntu <<>> . DNSKEY

;7 global options: +cmd

;7 Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 7696

;7 flags: gr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 1232
;7 QUESTION SECTION:

H IN DNSKEY

;7 ANSWER SECTION:
83906 IN DNSKEY 256 3 8 (

1. Pour voir le RFC de numéro NNN, https://www.ietf.org/rfc/rfcNNN.txt, par exemple https://www.ietf.
org/rfc/rfc5011.txt
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AwEAACOrNxNc9tOuelZenP jVMRuUj1Q2YLBJIOpR/4XMIH
by9vr03cRxFSKnWpxeg5PL384D9%VeqdSlbjrGyTsHtoa
gzI3NiXFd8sjHMOnZxuS5pp/+UBIg7tasYgVMMAUiMlYu
/c+t30d1Qw/v6NYLNnOnywTu6HUUh7Y1sZRq/GZcrxLE
NXHQoyKpOrOr8R3+qdowK69IKB80ZBZtkX9rdEgKJIk+y
YXJjEZzZ0zkAFthmNgCreAoU9PV1U66dyOsaljf3wKULU
m9ISNOKs+tK6LuSmRbK6+1T/tPaRaMBSEuv2G6vXinJlu
yMbGvtpRn/YDcvT jrp6DzE6XyF44QdwJI30Kx4ek=

) ; ZSK; alg = RSASHA256 ; key id = 8763
83906 IN DNSKEY 256 3 8 (
AWEAAeCYD6ZTWWKVLeuWgowKP+3g+GslcnLKg7a3CaQx
Qpv8bfuFVIOWNnG33gaSH/MwIIBgifrdzf4XY/DQLnyBJ
IMfaOyAWUEaAEMYJ+GQPiwVVEstGwSAIMcfFJULttTgg2H
uu74KARhtA8wPo/N3XcyYQtNhz+gqCM5NBb3ecx/nawés
Yab9LxS6£2cU0q03++BP5Ks0Uef8WJICa/1izCYE+vMkw
oltV+tENa3hpXiz7jle/xdgaZrPi5ZGmyLVI34glXVYr
N1sCCTmNVFQIfzW5STFQFsQpizczyFn9r3LzSxxPCNwd
1CG84bEROBmdwgbF6Tanv+FxMOavrahk j4wIy5k=

) ; ZSK; alg = RSASHA256 ; key id = 57780
83906 IN DNSKEY 257 3 8 (
AwEAAaz/tAm8yTn4Mfeh5eyI96WSVexTBAVkMgJIzkKTO
iWlvkIbzxeF3+/4RgWOq7HrxRixH1F1EXOLAJr5emLvN
7SWXgnLh4+B5xQ1INVz80g8kvArMtNROxVQuCasSnIDdAD5
LKyWbRA2n9WGe2R8PzgCmr3EgVLr jyBxWezF0 jLHWVNS
efS3rCj/EWgvIWgb9tarpVUDK/b58Da+sqggls3eNbuv’
pr+eoZG+SrDK6nWeL3c6H5Apxz7LjVcluTIdsIXxuOLY
A4/i1BmSVIzuDWEdRULhHAY6+cn8HFRm+2hM8ANXGXws
9555KrUB5gihyl1Ga8subX2Nn6UwNRIAKUTV74bU=

) ; KSK; alg = RSASHA256 ; key id = 20326
83906 IN DNSKEY 257 3 8 (
AwEAAa96jeuknZlaeSrvyAJj6ZHv28hhOKkx3rLGXVaC
6rXTsDc449/cidltpkyGwCINNOALFNKE2 jBosZBUSeeH
SspaQWOmMOE1ZsjICMQMC3aeHbGiShvZsx4wMYSjH8e7Vr
hbu6irwCzVBAPES jbUdpWWmEnhathWul jo+siFUiRAAx
m9qyJINg/w0ZqggzL/dL/g8PkcRUS0UKEpUge71M3ej2/7
CPgpdVwuMoTvoB+Z0T4YeGyxMvHmbrx1FzGOHO1 jt zN+
ulTONatX2XBuzZNQlK+s2CXkPIZo7s6JgZyvaBevYtxP
vYLw4z9mR7K2vaF18UYH9Z9GNUUeayffKC73PYc=

) ; KSK; alg = RSASHA256 ; key id = 38696
83906 IN RRSIG DNSKEY 8 0 172800 (
20261022000000 20261001000000 20326
ARGOmBDyLkr500Q0dR50aleoceBt11KWEX/LY/ JZ1RRXWEOQ
f0eRZaljFpyVKFuzZMzpafSYVs7eLOY jVyWJI31iENn4AEh
vX91aKmWu3XpSSVOD6bhv5D6bk4GVPITNGTnA21r4£C9
19g9UD1kK1Q3jYJIsxZSoQgjExXDBfzwQUwleYLLPPi7TQf
+zAlwakHy2mkWnX1+bKDyrQ/p5radfgo/Pu7F47FXqRZ
EJ+K90/TwA+nJn3RMS6dPaS46ERBSWHIeJAZQVNQELI4
PAbdVp3d3N33R2C5MxX6kUzNku8CtyXGYukSi9LKIGT3
nrH9097tDADg01z78aPnjl+6hLTgMkiupw==

;7 Query time: 2 msec

;7 SERVER: 192.168.2.254#53(192.168.2.254) (TICP)
;; WHEN: Sat Oct 10 13:00:22 CEST 2026

;; MSG SIZE rcvd: 1414

Les deux clés (KSK, ”"Key Signing Zone”) sont publiées (ainsi que les clés de signature de la zone,
ZSK "Zone Signing Zone”, 8763, et la 57780 qui va bientdt étre retirée <https://mastodns.net/
@diffroot/117422895898245760>) mais seule 20326 signe les clés.

Depuis le remplacement, DNSviz nous montre la nouvelle situation <https://dnsviz.net/d/
root/asuYPQ/dnssec/>. Etavec dig, nous avons (on demande directement a un serveur faisant auto-

rité <https://www.bortzmeyer.org/serveur-dns—faisant—-autorite.html> carlesrésolveurs
<https://www.bortzmeyer.org/resolveur-dns.html> ont presque tous encore I’ancienne si-

gnature en mémoire) :

https://www.bortzmeyer.org/remplacement-cle-dnssec-2026.html
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% dig @k.root-servers.net . DNSKEY

; <<>> DiG 9.18.39-Oubuntu0.24.04.7-Ubuntu <<>> @k.root-servers.net . DNSKEY
; (2 servers found)

;7 global options: +cmd

;7 Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 35242

;; flags: qr aa rd; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;7 WARNING: recursion requested but not available

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 1232
;; QUESTION SECTION:

;. IN DNSKEY

;; ANSWER SECTION:
172800 IN DNSKEY 256 3 8 (
AwEAAcorNxNc9tOuelZenP jVMRUj1Q2YLBJIOpR/4XMIH
by9vr03cRxFSKnWpxeg5PL384D9VeqdSlbjrGyTsHtoa
gzI3NiXFd8sjHMOnZxu5pp/+UBIg7tasYgVMMdUiMlYu
/c+t30d1Qw/v6NYLNnOnywTu6HuUUh7Y1sZRq/GZcrxLE
NXHQoyKpOrOr8R3+qd6wK69IKB80ZBZtkX9rdEgKJIk+y
YXJEZzZ0zkAFthnNgCreAoU9PV1U66dyOsaljf3wKU1U
mISNOKs+tK6LuSmRbK6+1T/tPaRaMBSEuv2G6vXfnJilu
yMbGvtpRn/YDcvT jrp6DzE6XyF44QdwI30Kx4ek=
) ; ZSK; alg = RSASHA256 ; key id = 8763
172800 IN DNSKEY 257 3 8 (
AwEAAaz/tAm8yTn4Mfeh5eyI96WSVexTBAVkMgJzkKTO
iWlvkIbzxeF3+/4RgWOq7HrxRixH1F1EXOLAJr 5emLvN
7SWXgnLh4+B5xQ1NVz80g8kvArMtNROxVQuCaSnIDAD5
LKyWbRdA2n9WGe2R8PzgCmr3EgVLr jyBxWezF0 JLHWVNS
efS3rCj/EWgvIWgb9tarpVUDK/b58Da+sqqgls3eNbuv’
pr+eoZG+SrDK6nWeL3c6H5Apxz7LjVcluTIdsIXxuOLY
A4/11BmSVIzuDWfdRUfhHAY6+cn8HFRm+2hM8ANXGXwsS
9555KrUB5gihylGa8subX2Nn6UwNRIAKUTV74bU=
) ; KSK; alg = RSASHA256 ; key id = 20326
172800 IN DNSKEY 257 3 8 (
AwEAAa96jeuknzlaeSrvyAJj6ZHv28hhOKkx3rLGXVaC
6rXTsDc449/cidltpkyGwCINNOALIFNKF2 jRBosZBUSeeH
spaQWOmOE1ZsjICMOMC3aeHbGiShvZzsx4wMYSjH8e7Vr
hbu6irwCzVBAPES jbUdpWiWmEnhathWul jo+siFUiRAAX
m9qyJINg/w0ZqqgzL/dL/q8PkcRU50UKEpUge71M3ej2/7
CPgpdVwuMoTvoB+Z0T4YeGyxMvHmbrx1FzGOHO1 jt zN+
ulTQONatX2XBuzZNQlK+s2CXkPIZo7s6JgZyvaBevYtxP
vYLw4zI9mR7K2vaF18UYH9Z9GNUUeayffKC73PYc=
) ; KSK; alg = RSASHA256 ; key id = 38696
172800 IN RRSIG DNSKEY 8 0 172800 (
20261101000000 20261011000000 38696
11Xx1p+gWcdh/F9G8UP j3VXhNDQoZrco3Piivk 7YMKS7
pi8B+CBQHHPO/QNw+VEpNg7CtBDA6gxucyialZzx8yMO0
oLve7qJKgPuRVNnw5A0egtdxy+NKSy8rT6XNtCdM2gL9
EmgKux+/JINATbZG2e fGkVpHuirkqOVslbvYglV16£fvHb
qoHpf jbnHVheuKpg+HvdsZOphoEJu74Y41pYNBNTJ1 jG
gajnJd64AUMPbMfu76uLli68CcWKDGWhzCNeSwnSjK7CA6
aKte5StW61Nuz0ONv8mvzgMX0epPQ71XJ9Yc/685081Bd
zZAYK3yMAfTOQL4EgluNZQAtAAh9bseJVyw== )

;7 Query time: 25 msec

;7 SERVER: 2001:7fd::1#53(k.root-servers.net) (UDP)
;7 WHEN: Sun Oct 11 16:03:26 CEST 2026

;7 MSG SIZE rcvd: 1139

Toujours les deux clés publiées, mais seule 38696 signe.
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la situation sur un résolveur quelconque, il reste 83[Caracteére Unicode non montré 2

Vu la mémorisation des données par les résolveurs, tout va continuer a marcher comme avant. Voici

avant 'expiration :
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dig . DNSKEY

Truncated, retrying in TCP mode.

<<>> DiG 9.18.39-0ubuntu0.24.04.7-Ubuntu <<>>

global options: +cmd
Got answer:
—>>HEADER<<- opcode: QUERY, status: NOERROR,

DNSKEY

id:

30170

flags: gr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: O,

OPT PSEUDOSECTION:

EDNS: version: 0, flags: do; udp: 1232

QUESTION SECTION:
IN DNSKEY

ANSWER SECTION:
83548 IN DNSKEY 257 3 8 (
AwEAAaz/tAm8yTnd4Mfeh5eyI96WSVexTBAvkMgJzkKTO
iWlvkIbzxeF3+/4RgWOq7HrxRixHIF1EXxOLAJr5emLvN
7SWXgnLh4+B5xQ1NVz80g8kvArMtNROXxVQuCaSnIDAD5
LKyWbRd2n9WGe2R8PzgCmr3EgVLr jyBxWezF 0 JLHWVNS
efS3rCj/EWgvIWgb9tarpVUDK/b58Da+sqggls3eNbuv’
pr+eozZG+SrDK6nWelL3c6H5Apxz7LjVeluTIdsIXxuOLY
A4/i1BmSVIzuDWEdRUfhHAY6+cn8HFRm+2hM8ANXGXwWs
9555KrUB5qihyl1Ga8subX2Nn6UwNRIAKUTV74bU=
) ; KSK; alg = RSASHA256 ; key id = 20326
83548 IN DNSKEY 257 3 8 (
AwEAAa96jeuknZlaeSrvyAJj6ZHv28hhOKkx3rLGXVaC
6rXTsDc449/cidltpkyGwCINNOALFNKF2 jBoszBUSeeH
SpaQWOmOE1ZsjICMQMC3aeHbGiShvZsx4wMYS jH8e7Vr
hbu6irwCzVBAPES jbUdpWWmEnhathWul jo+siFUiRAAX
m9qyJINg/w0zZ2qqzL/dL/gq8PkcRUS0UKEpUge71M3ej2/7
CPgpdVwuMoTvoB+Z0T4YeGyxMvHmbrx1FzGOHO1 jtzN+
ulTONatX2XBuzzZNQlK+s2CXkPIZo7s6JgZyvaBevYtxP
vYLw4z9mR7K2vaF18UYH9Z9GNUUeayffKC73PYc=
) ; KSK; alg = RSASHA256 ; key id = 38696
83548 IN DNSKEY 256 3 8 (
AwEAACOrNxNc9tOuelZenP jVMRUj1Q2YLBJIOpR/4XMIH
by9vr03cRxFSKnWpxeg5PL384D9%VeqdSlbjrGyTsHtoa
gzI3NiXFd8siHMONnZxu5pp/+UBIg7tasYgVMMdUiMl Yu
/c+t30d1Qw/v6NYLNnOnywTu6HuUUh7Y1sZRq/GZcrxLE
NXHQoyKpOrOr8R3+qd6wK69IKB80ZBZtkX9rdEgKJk+y
YXJEZzZ0zkAFthmNgCreAoU9PV1U66dyOsaljf3wKU1U
m9SNOKs+tK6LuSmRbK6+1T/tPaRaMBSEuv2G6vXfnJdlu
yMbGvtpRn/YDcvT jrp6DzE6XyF44QdwJI30Kx4ek=
) ; ZSK; alg = RSASHA256 ; key id = 8763
83548 IN DNSKEY 256 3 8 (
AwWEAAeCYD6Z7TWWKVLeuWgowKP+3g+GslcnLKg7a3CaQx
Qpv8bfuFVIOWNG33gaSH/MwIIBgifrdzf4XY/DQLnyBJ
IMfaOyAWUEaAEMYJ+GQPiwVVEstGwSAIMcfFJUttTgg2H
uu74KARhtA8wPo/N3XcyYQtNhz+gCM5NBb3ecx/nawés
Yab9LxS6f2cU0g03++BP5Ks0Uef8WJICa/1izCYE+vMkw
oltV+tENa3hpXiz7jle/xdgaZrPi5Z2GmyLVI34glXVYr
N1sCCTmNVFQIfzW5STFQFsQpizczyFn9r3LzSxxPCNwd
1CG84bEROBmdwgbF6Tanv+FxMOavrahk j4wIy5k=
) i ZSK; alg = RSASHA256 ; key id = 57780
83548 IN RRSIG DNSKEY 8 0 172800 (
20261022000000 20261001000000 20326
ARGOmBDyLkr500Q0dR50aIleoceBti1KWEX/LY/ JZ1RRXWEOQ

2. Car trop difficile a faire afficher par IXTEX

ADDITIONAL:

1

1548 secondes
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f0eRZaljFpyVKFuZMzpafSYVs7eLOY jVyWI3iENn4AEh
vX91iaKmWu3XpSSVOD6bhv5D6bk4GVPITNGTnA21r4£CY
1q9UD1kK1Q33YJIsx2S0QgJEXDBfzwQUwleYLLPPi7TTQE
+zAlwakHy2mkWnX1+bKDyrQ/p5radfgo/Pu7F47FXgRZ
EJ+K90/TwA+nJIn3RMS6dPaS46ERBSWHIeJAZQVNQELT4
PAbdVpP3d3N33R2C5MxX6kUzNku8CtyXGYukS1i9LKIGT3
nrH9097tDADg01z78aPnjl+6hLTgMkiupw== )

;7 Query time: 2 msec

;; SERVER: 192.168.2.254#53(192.168.2.254) (TCP)
;7 WHEN: Sun Oct 11 16:31:33 CEST 2026

;; MSG SIZE rcvd: 1414

Au fur et a mesure que le TTL expire, les résolveurs vont récupérer la nouvelle signature des clés (et,
normalement, tout se passera bien, les utilisateurs ne verront rien).
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